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Advisory No. S1/09/2020 Dated 09/09/2020
Allowing use of DSC dongle/Registration on AIOs/ Laptop

Reference is invited to Advisory no S1/06/2020 on “Role of Project Saksham RE and Saksham Seva in e-
office implementation in CBIC offices”. It has already been clarified to the field formations that e-office can
also be accessed through AIOs and Laptops provided by DG System under Project Saksham. The e-Office pan
India rolled out by DGPM involves digitally signing of various documents using a DSC USB/Token. As per
CBIC’s security policy, the USB port of AIOs and laptops are blocked. In order to cater to the requirement of
digitally signing the documents by DSC USB/Token, it has become imperative to allow access to DSC
USB/Token on the DG system provided AIOs and laptops. In order to allow DSC USB/Token on AIOs and
laptops, DG Systems would be requiring Class ID and Device ID of DSC USB/Token procured by the officers.

2. You may be aware that DSCs are being issued by multiple Certifying Authorities (CAs) authorized for
the purpose, for example, nCode, e-Mudhra, NSDL etc. Each of these CAs are providing USBs/tokens of a
different make and model, resulting in different Class IDs and Device IDs. Thus, in order to provide access to
these DSC USBs/Tokens on AIOs and laptops, the Class and Device IDs of these DSC USBs/Tokens have to be
whitelisted/ unblocked by DG Systems in CBIC’s environment.

Based on the requests received so far for providing access on AIOs, the DSC with the following details,
including Class and Device IDs, has already been whitelisted/ unblocked across India:

e  Manufacturer Details: - Proxkey

e (lass ID: {36fc9e60-c465-11cf-8056-444553540000}

* Device ID: USBSTOR\

CDROM&VEN_WDIND&PROD_AUTORUN_CDROM&REV_2.00\7&AAEDS5F9&0

3. NIC has already published “User Guidelines for DSC Signer Service” specifying steps to install DSC on
devices for e-office purpose and can been downloaded from https://eoffice.gov.in/dsc.php. If officers are
unable to install DSC USB/Token on AIO/ laptop due to DSC USB/Token getting disabled, they must raise
ticket with Saksham Seva on email id Saksham.seva@icegate.gov.in with the subject line as “Unblocking of
DSC USB/Token for e-Office use” specifying Class and Device IDs of DSC USB/Token so that USB can be
whitelisted/ unblocked in CBIC’s environment.

As explained above, the DSC USBs/Tokens can have of different make and models having different
Class and Device IDs. To identify Class and Device IDs of USB, “e-Office Digital Certificate Document” is
enclosed as Annexure with this advisory, which inter-alia provides a step by step procedure of identifying Class
and Device IDs of the USBs/Tokens. The field formations, with or without help of the Resident Engineers at
their locations, can identify the Class and Device IDs of the DSC USBs/Tokens being used by them and
wherever required share the details with Saksham Seva for whitelisting/ unblocking of DSC USB on AIOs/
laptop.
4. Installing the latest version of JAVA, i.e. Java Version 8, Update 261, is a prerequisite for DSC
registration. While all CBIC end devices have JAVA installed in them, their version may not be up to date. In
view of this, the document here also outlines steps to update JAVA to the required version.

Encl: As Above

(Vinayak Chandra Gupta)
Additional Director General (SI)
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Document Control

1. Document Title e-Office Digital Certificate Document
2. Document Code e-Office Digital Certificate Document
3. Date of Release August 2020

4. Version No. Version 0.1

5. Document Owner Directorate of Systems

6. Document Author(s) CBIC Security Team

Document Approvers

S. No.

Approved by | Date of
Approval

Authorised by

Date of

Authorisation

CISO

Statement of Confidentiality

This document contains information that is proprietary and confidential to CBIC. Any use or
disclosure in whole or part of this information for any reason without written permission of

CBIC is strictly prohibited.

Any other company and product names mentioned in this document are used for

identification purposes only and may be trademarks of their respective owners.

Sep 2020, CBIC
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Purpose

Digital Certificate Document provides a basic guideline to identify the Class ID and Device
ID of the DSC used for e-Office. This is preceded by meeting some prerequisites as outline in
the document. The steps need to be fulfilled by Resident Engineer on systems along with
coordination with Security team for whitelisting USB dongle.
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2.  How to provide Class ID (guid) and Device ID of blocked USB dongle by Symantec Endpoint
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1. Prerequisites

As a prerequisite to identifying the Class and Device IDs for the e-Office DSC USB/Token,
Java version 8 Update 261 is required on AIO.

a) How to check the version of Java on AIO

Type java in search bar >Java> click on configure java > In General tab and then click on
About button

I
X

|£} ava L_ontrol Fan

General Update Java Security Advanced

About

View wversion information about Java Control Panel.

the network

Metwork Settings

About Java

ttings...

Only

W

Ed

I Version & Update 261 (build 1.8.0_261-b12)

Javain | Copyright ()} 2020, Oracle and/or its affiliates. All rights reserved.,

See the

For more information about Java technology and to explore grest Java
applications, visit hitp: f/fwewew.java.com

OoRACLE

Cancel | | cply
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b) How to install the Java version 8 update 261 if Java version is different?
Launch Java program from AIO as stated below:

Type java in search bar > click on configure java > click on Update Tab and then click on
“Update Now” tab.

[£| Java Control Panel == >
General Update Jaya Security Advanced

( The lava Update mechanism ensures you have the most updated version of the Java
s B0 platform. The options below et you contral how updates are obtained and applied.

L
Motify Me: Before downloading i

] Check for Updates Automatically Advanced...

Every Saturday at 15:00, Java Update will chedk for updates, If an update is
recommended, an icon will appear in the system taskbar notification area. Move the
cursor over the icon to see the status of the update. You will be notified before the
update s downloaded.

Java Update was Iast run at 07:47 on 03-09-2020. Update Mow

R
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On next screen click on “Update” button

- E T T— - - i

Jawva Update - Update Available

Java Update Available

Click Update to continue
More information...

Mote: Mo personal information is gathered as part of our install process.
Details on the information we collect

Click Update to accept the license agreement and install Java now.

On next screen click on install button

Java Setup - Welcome - o

Welcome to Java - Updated License Terms

The terms under which this version of the software is licensed have changed,
Updated License Agreement
This version of the Java Runtime is licensed only for your personal (non-commercial) desktop and laptop
use,

Commercial use of this software requires a separate license from Oracle or from your software vendoar.
Click Install to accept the license agreement and install Java now or click Remove to uninstall it from your
system,

No personal information is gathered as part of our install process. Details on the information we collect

stall | [ Remoe
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This will install the Java version 8 update 261, Please validate the same by launching the Java
and by click on General Tab and then clicking on About tab.

|£| Java Control Pane — *

General Update Java Security Advanced

About

View wersion information about Java Control Panel.

Metwork Settings

MNetwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

et About Java *

Temparary Internet Files

Files you use in Java applications are stored in a spedal folder for quick execution la
advanced users should delete files or modify these settings.

Settings...

Java in the browser iz enabled.
See the Security tab

Version § Update 261 (build 1.8.0_261-b12)

Copyright () 2020, Cracle

rits affiliztes, All rights reserved.

ORACLE’

r’ L v
| vendor.
fom your
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2. How to provide Class ID (guid) and Device ID of blocked USB dongle by

Symantec Endpoint Protection (SEP) client:

Insert USB dongle in machine a pop up with message “Symantec Endpoint Protection
Disabled the device.” will appear in the right corner.

svmantes Endgoing Frobeciaon

Open Symantec Endpoint Protection agent console from tools tray as shown below:

18

.";;::'-'E I:_] o EMNG 04-09-2020
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Click on “View Logs” Option and open “Security Log” from Client Management:

| T view Lags - Symmaness Endpaint Prossction

View Logs
Stahes | The logs you can view are sted badow,
Sean for Threats
Chanpe Settings Virus and Spyware Protection View Logs |
View Quarantine Frofects aganst vinises, makvere, and s[yware
WiEs E :
Proactive Threat Protection [ Mewlog: |
Livellpdate... Provvides advanced behavioral probection aganst unknoem threasts
Metwork and Host Exploit Miligation [ vewlos |
Frafedts agamst Wel, retwork threats, and zero-day explols
Application Hardening [ Menlom |
Protects trusted appications and solstes suspioous applcations
EE Client Management s
Franades functionalty 1o manage thes chent o
frmem Loy

O AR T WAL BT R SRRV T R g Tarrger Prodecrion Lag

Select the log which have “Major severity”, as shown in the screenshot below. Under this
log, you can see Device details like Class ID (guid), Device ID, name etc.

Copy the details and provide the same in text format to Saksham.seva@icegate.gov.in with
subject line — Unblocking of DSC USB/Token for e-Office use.
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Security Log - Client Management Logs

File Edit Wiew Filter Action Help

_[:lat.e and Time Event Type Severity Direction
Device Ma... Informe... Hone
Device Ma...
OM—DE—EDED 17:43:32 Device Ma... Informa... HNone
604—09—2020 17:43:26 Device Ma... Informas... None
@04—09—2020 17:43:2 Device Ma... Major None
604—09—2020 17:43:26 Device Ma... Informa... Hone

£

Device Manager Message
Disakled the device.
[name] : ANIL
[clazzs] :Portable Devices
[guid] :eechadd8-8080-425f-922a-dabfide3fe%
[deviceIDl] : SWDYWELBUSENUMY 22
_USBSTOR#DISK:VEN SENDISK&FROD CRUZER BLADE&REV 1.26#4C5310015908291220
94:04{53F56307-B6BF-11D0-94F2-00A0C31EFRER]

Digitally signed by VINAYAK
CHANDRA GUPTA

Date:Sun Sep 13 09:28:41 IST
2020 12| Page

Reason: Approved


https://saccess.nic.in/eOffice1_CBIC/eFile/?x=vy*Q*s7FgBDM7OGHA59sqx8kk-KS6MVT

	1. Prerequisites
	a) How to check the version of Java on AIO
	b) How to install the Java version 8 update 261 if Java version is different?

	2. How to provide Class ID (guid) and Device ID of blocked USB dongle by Symantec Endpoint Protection (SEP) client:

		2020-09-13T09:28:41+0530
	VINAYAK CHANDRA GUPTA
	Approved




